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Convey Services




The Convey platform has two APIs that allow site owners to better connect and manage their member base on the Convey site if those members are also stored in a 3rd party system. 

Two APIs 

· SSO (Single Sign-On) Member API
Convey site owners may have other cloud-based systems that they would like to connect with their Convey platform through a process called Single Sign-On. Members of the 3rd party system would log into that site, select a link for the Convey platform, then be delivered to Convey and be automatically logged in. This provides a seamless Single Sign-On experience that allows the member to be transferred from the 3rd party system to the Convey site without having to log in to the Convey site. This API can be integrated on its own or with the Manage Members API.

· Manage Members API
The Manage Members API allows third party applications to talk to the Convey site for better member integration capabilities. This allows for adding new members, editing existing members, or deleting members on the Convey site in real time as those members are added/edited/deleted in the 3rd party site. This API can be integrated on its own or with the SSO Member API. 


Credentials

Convey will generate API credentials and specify the credentials via email:
<api_username>
<api_password>
<api_key>
<api_login_url_id> 

The SSO Member API will use all of these credentials and the Manage Member API will use only <api_username> and <api_password>.


	Important: 

Do not share these credentials with a third party.



Versions

Current SSO Member API version is 1 and the calls are made with /api/v1/
Current Manage Member API version is 2 and the calls are made with /api/v2/


Notes

Every parameter will be written as <…> and it will have a specific color.
For example, <your_convey_domain.com> is the domain for the Client Convey Site 






















SSO Member API

Notes 

The SSO Member API will automatically log the specified member into the Convey site (<your_convey_domain.com>). If an error appears, then the user will be redirected to the Convey site homepage with the displayed error message.

A member is specified by his or her unique email address. This is the identification key. Neither a username nor password are required to be passed through. The password will be automatically generated automatically the first time the member is passed through.

The SSO Member API checks the referrer address. This makes sure that only members from the client site are being passed through. 

Usage

The SSO Member API is used with a simple HTML link defined with the <a></a> tag (<a href=”…”>…</a>) and added on the client site. 

This link needs to have the structure described below in the Login URL section.


Login URL

The SSO Member API requires for the link to have this URL:
http://<your_convey_domain.com>/api/v1/login/url/<api_login_url_id>/<token> 
/<random>/<member_email>/<member_first_name>/<member_last_name>

Example: 
<a href=" http://<your_convey_domain.com>/api/v1/login/url/<api_login_url_id>
/<token>/<random>/<member_email>/<member_first_name>/<member_last_name>" 
target="_blank">Click here to go on <your_convey_domain.com></a>

Use the target="_blank" attribute to open the Convey domain in a new tab.


Login URL Parameters

	<api_login_url_id>
	Unique API ID of the client (see Credentials)

	<token>
	It is a 64 characters hash string generated using the SHA2 algorithm of a MD5 hash string (see Token Formula)

	<random>
	A random number generated between 1000 and 100000

	<member_email>
	Encoded member email (see Link Email Encoding Rules)

	<member_first_name>
	Alphanumeric member first name

	<member_last_name>
	Alphanumeric member last name



All parameters are mandatory. Missing one of them will generate a specific error message (see Error Messages).


Link Email Encoding Rules

The “.” (dot) character from <member_email> must be changed to the “&” character before encoding the email address.  After that, the new <member_email> is encoded according to the URL encoding characters. 

Example: 
“@” became “%40” and “&” became “%26”.

Please see www.w3schools.com/tags/ref_urlencode.asp for more details.



Token Formula

<token> = hash('sha256', md5(<api_username>#<api_key>$<api_password>!<random_dif>#
<member_email>@<api_login_url_id>))




Token Formula Parameters

	<api_username>
	API user_name (see Credentials)

	<api_key>
	API key (see Credentials)

	<api_password>
	API password (see Credentials)

	<random_dif>
	Subtraction between 120724 and <random>

	<member_email>
	Member email (the uncoded email)

	<api_login_url_id>
	Unique API ID of the client (see Credentials)



The characters “#”, “$”, “!” and “@” are part of the MD5 string and they separate the token parameters. There is not a space character in the MD5 string.

Disable Editing Member Profile

If you do not want the member to be able to edit their basic data (email, last name, first name and company) when they are logged into their Convey account, then the number 100.000 must be added to the <random> value.

PHP example:  
$random = rand (1000, 100000) + 100000;

API Access

· Successful 
If the login URL (see Login URL) is valid and all its parameters are correct (see Login URL Parameters) then the member is automatically logged in in the Convey site (<your_convey_domain.com>) and here, he can explore and access all site sections without any restrictions.
The message “You successfully logged in.” will be listed on the Convey home page.

· Failed
If the login URL (see Login URL) is not valid or some parameters are incorrect (see Login URL Parameters) then there will be listed a specific error message (see Error Messages) on the Convey site home page.
Error Messages

	Invalid API Login URL ID
	It appears when the <api_login_url_id> is invalid

	Invalid Token
	It appears when the <token> is invalid

	Member email must not be empty
	It appears when the <member_email> is missing

	Member email must be a valid email address
	It appears when the <member_email> is not a valid email address

	Member first name must not be empty
	It appears when the <member_first_name> is missing

	Member first name must be alphanumeric
	It appears when the <member_first_name> has invalid characters

	Member last name must not be empty
	It appears when the <member_last_name> is missing

	Member last name must be alphanumeric
	It appears when the <member_last_name> has invalid characters

	Referrer Invalid
	It appears when the API calls are from another domain than the one for which Convey generated the API keys




	Important:

The API credentials, the token formula and the URL link structure must not be shared with a third party.

The link to the Convey site (<your_convey_domain.com>) must be accessible only by the logged in members in the client site and it must contain the logged in member data (<member_email>, <member_first_name> and <member_last_name>).






Example Using the SSO Member API

We will use this data:
	<api_username>
	aaa110

	<api_password>
	bbb120

	<api_key>
	ccc130

	<api_login_url_id>
	ddd140

	<your_convey_domain.com>
	example.com

	<random>
	88511

	<member_email>
	member@example.com

	<member_first_name>
	FirstName

	<member_last_name>
	LastName



The token will be:
cae071e44bda8cd307d2dccaaefabf3aa70a2ab5a336ac856fd483fd5e0c0c2a

The URL login address will be:
http://example.com/api/v1/login/url/ddd140/cae071e44bda8cd307d2dccaaefabf3aa70a2ab5a336ac856fd483fd5e0c0c2a/88511/member%40example%26com/Firstname/Lastname
 

PHP Example

// API credentials
$api_username = '<api_username>';
$api_key = '<api_key>';
$api_password = '<api_password>';
$api_login_url_id = '<api_login_url_id>';

// User email
$member_email = 'member@example.com';



// Random number
$random = rand (1000, 100000);
$random_dif = 120724 - $random;

// Token formula
$token = hash ('sha256', md5 ($api_username . '#' . $api_key . '$' . 
$api_password . '!' . $random_dif . '#' . $member_email . '@' . $api_login_url_id));
// User data, the email address is encoded
$member_email = str_replace (
array ('@', '.'), 
array ('%40', '%26'), 
$member_email);
$member_first_name = 'FirstName';
$member_last_name = 'LastName';

// URL login address
$href = 'http://example.com/api/v1/login/url/' . $api_login_url_id . 
'/' . $token . '/' . $random . '/' . $member_email . '/' . $member_first_name . '/' . $member_last_name;

// Link to the Convey site
echo ‘<a href="’ . $href . ’" target="_blank">Click here to go on 
example.com</a>’;











Manage Member API


API Methods

· API logging in
· Add new member
· Edit member
· Delete member
· Get all members
· Get member data
· Get member groups 
· Get member types


Supported Formats

The currently supported format for the Manage Member API is JSON.


Request Type

The request type method is POST.


Request Parameters

Each API method requires specific parameters sent in an array, but every request, except Logging In, needs to include the POST key parameter. 

The key value is extracted from the Logging In (see Logging In) call JSON response. 

Missing the API key will generate the next response message:
{
	"error": "You do not have permission to access the API!"
}

Response Format

Every Manage Member API response will use a JSON format.


Logging In

In order to use the Manage Member API methods you need to login first using your <api_username>  and <api_password> (see Credentials).

	URL
	https://<your_convey_domain.com>/api/v2/login 

	Method
	POST

	Parameters
		username
	API <api_username> (see Credentials)

	password
	API <api_password> (see Credentials)




	Response
	JSON
 Response example on success:
{
"api_key": "56e1375214f978-86036023",
"success": "API session successfully started!"
}

 Response example on failed:
{
"error": "No match for API Username and\/or Password."
}




The method will either return a success message or an error message. So checking whether the returned object has a success or error message will tell you whether the login was successful or not. 

It will also return the API key used for each API method call (see Request Parameters).

After a successful login, you can now interact with the Manage Member API.



PHP Example - Logging In Using CURL

// API call parameters
$api_info = array (
’username’ => '<api_username>', 
’password’ => '<api_password>');

// CURL init and options
$curl = curl_init();
curl_setopt ($curl, CURLOPT_PORT, 443);
curl_setopt ($curl, CURLOPT_HEADER, FALSE);
curl_setopt ($curl, CURLINFO_HEADER_OUT, TRUE);
curl_setopt ($curl, CURLOPT_USERAGENT, $_SERVER['HTTP_USER_AGENT']);
curl_setopt ($curl, CURLOPT_SSL_VERIFYHOST, FALSE);
curl_setopt ($curl, CURLOPT_SSL_VERIFYPEER, FALSE);
curl_setopt ($curl, CURLOPT_FORBID_REUSE, FALSE);
curl_setopt ($curl, CURLOPT_RETURNTRANSFER, TRUE);
// Set the Logging In API method URL
curl_setopt ($curl, CURLOPT_URL, 'https://<your_convey_domain.com>/api/v2/login');
curl_setopt ($curl, CURLOPT_POST, TRUE);
curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($api_info));
// Get the call response
$json = curl_exec ($curl);
if ( ! $json)
{
$this->error['warning'] = curl_error ($curl). ‘ ‘ .curl_errno ($curl);
}
else
{
$response = json_decode ($json, TRUE);
if (isset ($response['api_key']))
{
$_SESSION['api_key'] = $response['api_key'];
}
curl_close ($curl);
}
Add New Member

	URL
	https://<your_convey_domain.com>/api/ v2/member/add

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])

	first_name
	Member’s first name

	last_name
	Member’s last name

	email
	A valid and unique email address

	member_types
	Array with types IDs
(eq. array (‘50’, ‘152’))

	member_groups
	Array with groups IDs or names
(eq. array (‘22’, ‘44’) or array (‘Group name 1’, ‘Group name 2’))




	Response
	JSON
The successfully response will contain the new member ID.
 
 Response example on success:
{
"success": 39729
}

 Response example on failed:
{
"error": 
{
		"last_name": "Last name must not be empty",
		"email": "Email is not available"
}
}










PHP Example - Add New Member Using CURL

if (isset($_SESSION['api_key']))
{
$add_params = array (
’key’ => $_SESSION['api_key'], 
’first_name’ => ’Joe’, 
’last_name’ => ’Black’, 
’email’ => ’test@test.net’, 
’member_types’ => array (’3453’), 
’member_groups’ => array (’34’, ’Free’));

curl_setopt($curl, CURLOPT_POSTFIELDS, http_build_query 
($add_params));
}


Edit Member

	URL
	https://<your_convey_domain.com>/api/ v2/member/edit

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])

	member_email 
or member_id
	Used to identify the member. 
The ID is the Convey member’s ID.

	first_name
	Member’s first name

	last_name
	Member’s last name

	member_types
	Array with types IDs
(eq. array (‘50’, ‘152’))

	member_groups
	Array with groups IDs or names
(eq. array (‘22’, ‘44’) or array (‘Group name 1’, ‘Group name 2’))




	Response
	JSON
The successfully response will contain the member ID.
 
 
Response example on success:
{
"success": 397729
}

 Response example on failed:
{
"error": "Please provide Member ID or Email!"
}





Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($edit_params));

Also, don’t forget to add the API key from the API Logging In in the request:

$edit_params['key'] = $_SESSION['api_key'];


Delete Member

	URL
	https://<your_convey_domain.com>/api/ v2/member/delete

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])

	member_email 
or member_id
	Used to identify the member. 
The ID is the Convey member’s ID.




	Response
	JSON
 Response example on success:
{
"success": true
}

 Response example on failed:
{
	"error": "Please provide Member ID or Email!"
}



Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($delete_params));

Also, don’t forget to add the API key from the API Logging In in the request:

$delete_params['key'] = $_SESSION['api_key'];


Get All Members

This API method is used to get a list with all members for your Convey site and their data.

	URL
	https://<your_convey_domain.com>/api/ v2/member/get_all

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])




	Response
	JSON
 Response example on success:
{
"members":
[
{
"id": "13869",
"first_name": "Joe",
"last_name": "Black",
"email": "test@test.net",
"status": "accepted",
"groups":[],
"types":
{
"2319": "Member"
}
}
],
"success": true
}





Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($get_all_params));

Also, don’t forget to add the API key from the API Logging In in the request:

$get_all_params['key'] = $_SESSION['api_key'];


Get Member Data

This API method is used to get data for a specified member.

	URL
	https://<your_convey_domain.com>/api/ v2/member/get_member

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])

	member_email 
or member_id
	Used to identify the member. 
The ID is the Convey member’s ID.




	Response
	JSON
 Response example on success:
{
"member":
{
"id": "14522",
"first_name": "Joe",
"last_name": "Black",
"email": "test@test.net",
"status": "accepted",
"groups":[],
"types":
{
"1429": "Member"
}
},
"success": true
}





Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($get_ params));

Also, don’t forget to add the API key from the API Logging In in the request:

$get_ params['key'] = $_SESSION['api_key'];


Get Member Groups

This API method is used to get a list with all member groups for your Convey site.

	URL
	https://<your_convey_domain.com>/api/ v2/member/get_groups

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])




	Response
	JSON
 Response example on success:
{
"groups":
[
{
"id": "421",
"name": "Group Name",
"description": "Group description",
"date_added": " 2012-01-14 04:10:12"
}
],
"success": true
}





Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($get_all_params));

Also, don’t forget to add the API key from the API Logging In in the request:

$get_all_params['key'] = $_SESSION['api_key'];
Get Member Groups

This API method is used to get a list with all member types for your Convey site.

	URL
	https://<your_convey_domain.com>/api/ v2/member/get_types

	Method
	POST

	Parameters
		key
	The api key from the login response ($_SESSION[‘api_key’])




	Response
	JSON
Response example on success:
{
"types":
[
{
"id": "129",
"name": "Type Name",
"description": "Type description",
"status": "active",
"amount": "0.00",
" term": "annually"
}
],
"success": true
}





Use the data in CURL option:

curl_setopt ($curl, CURLOPT_POSTFIELDS, http_build_query ($get_all_params));

Also, don’t forget to add the API key from the API Logging In in the request:

$get_all_params['key'] = $_SESSION['api_key'];





Response Codes
	200 OK
	This response code indicates that the request was successful.

	400 Bad Request
	The request was malformed. This happens especially with POST and PUT requests, when the data does not pass validation, or is in the wrong format.

	404 Not Found
	This response indicates that the required resource could not be found. This is generally returned to all requests which point to a URL with no corresponding resource.

	401 Unauthorized
	This error indicates that you need to perform authentication before accessing the resource.

	405 Method Not Allowed
	The HTTP method used is not supported for this resource.

	409 Conflict

	This indicates a conflict. For instance, you are using a PUT request to create the same resource twice.

	500 Internal Server Error

	When all else fails; generally, a 500 response is used when processing fails due to unanticipated circumstances on the server side, which causes the server to error out.
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